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Why this 
matters now

Why should you care?
2025-26 is the critical year for AI scrutiny. If your AI isn’t fair, transparent, and robust, expect fines, 
churn, and reputational damage.

EU AI Act
The world’s first comprehensive 
AI law, effective 2025-2026. It 
classifies lending, fraud, KYC, 
and other banking AI as high-
risk. This mandates stringent 
requirements:

Conformity Assessments & 
CE Marking: Required before 
deployment. “Robust Risk Man-
agement Systems: Encompass-
ing data governance, testing, 
documentation, human over-
sight, and cybersecurity.

Penalties: Non-compliance can 
lead to fines of up to € 35M or 
7% of global turnover, whichever 
is higher.

UK approach
Consumer Duty: Firms must 
deliver good outcomes and 
avoid foreseeable harm to retail 
customers.

GDPR Article 22: Strict rules 
on purely automated deci-
sion-making that significantly 
affects individuals.

Equality Act: AI systems must 
not lead to unlawful discrimina-
tion.

SMCR: Enhanced individual ac-
countability for AI-related risks.

Penalties: Include FCA/PRA en-
forcement, significant fines, and 
mandatory customer redress.

DORA (EU)
The Digital Operational Resil-
ience Act, effective January 
2025, significantly raises the 
bar on operational resilience for 
financial entities.

Extensive Testing: Requires 
rigorous digital operational 
resilience testing, including AI 
systems.

Third-Party Risk Management: 
Stricter oversight of critical ICT 
providers, including AI vendors 
and cloud services.

Incident Reporting: Mandatory 
and detailed reporting of major 
ICT-related incidents.

Penalties: Supervisory authori-
ties can impose daily penalties 
until compliance is achieved, 
with potential for further admin-
istrative sanctions.

At-a-glance: 
What’s changing



The three governance 
questions every bank 
must answer

Is it fair?
Could this model 
unintentionally penalise a 
protected group? Have we 
tested, mitigated and re-tested?

Target: Fairness deltas by 
protected class </= 5%

Can we explain it?
Can a banker, a customer and 
an auditor understand why a 
decision happened?

Target: Customer explanation 
satisfaction >/= 80%

Who is accountable?
Do we have named owners, 
model inventories, change logs, 
and a clear line to the right 
senior manager?

Target: Named SMF owner for 
100% of material models



Operating Model
& Controls Mapping
Aligning your operational controls with regulatory requirements 
and ethical principles.

People
AI Ethics Council, named model 
owners, SMCR alignment.

Strategy & 
Design

Define goals, 
risk controls, 
and ownership

Development 
& Testing

Build models 
with validation 
and audits

Deployment

Release 
with control 
gates and 
provenance

Monitoring & 
Review

Continuous 
performance, 
drift, and logs

Governance & 
Compliance

Policy, audit 
trail, and 
regulatory 
proof

Process
Standard gates: DPIA      bias 
testing      XAI report     
approval      deploy      monitor        
re-validate.

Operating Model      5P + Proof
How banks move fast and stay safe.

AI Lifecycle with Embedded Control

Policy
Responsible-AI standards 
(fairness, XAI, redress) plus 
policy-as-code so gates are 
enforced in CI/CD.

Portfolio
A live, searchable model 
inventory with risk ratings and 
renewal dates.

Platform
A governed ML platform: model 
registry, lineage, access control, 
approvals, and model CI/CD.

Proof
An evidence pack (docs + logs) 
for every material model.

When governance is baked into pipelines, compliance 
stops being theatre and becomes muscle memory.



Controls-to-
Regulation Mapping
Mapping your internal controls to external regulatory frameworks.

AI Ethics
Council      Proves 
governance 
oversight

Model Risk 
Framework    
Proves 
systematic risk 
management

Human-in-the-
loop policies --> 
Proves human 
oversight

Audit trails & 
logs --> Proves 
compliance 
documentation

Explainable AI 
reports  Proves 
transparency 
requirements

EU AI 
Act

Fairness by 
design --> 
Proves non-
discrimination 
compliance

Explainable AI 
(XAI) --> Proves 
customer 
outcome focus

SMCR 
alignment 

Proves 
individual 
accountability

Clear model 
ownership 
Proves senior 
manager 
responsibility

Bias testing & 
mitigation  
Proves equality 
act compliance

UK 
Regime

Digital resilience 
testing--> Proves 
operational 
robustness

AI vendor 
oversight --> 
Proves third-
party risk 
management

Incident reporting 
protocols --> 
Proves regulatory 
compliance

Model rollback 
plans --> Proves 
business 
continuity

DORA

Explainability (XAI)
Use interpretable models where you can. When you can’t, pair complex models with post-hoc 
explainers (e.g., feature influence summaries) and keep those reports as part of the evidence pack.

Model monitoring
Track accuracy, false-pos/neg, and fairness metrics by segment. Detect drift. Run champion-challenger 
tests. Alert ops teams before customers notice.

Data lineage
Know exactly where training and runtime data came from, how it was transformed, and who touched 
it. It’s your audit trail and your fastest path to root cause.

Audit readiness
Document decisions, approvals, threshold changes and deployments. You’ll sleep better when the 
supervisory review lands.

The gritty, operational bit
(where projects usually fail)



Prompt Injection 
& Data Leakage
Safeguard against 
malicious prompts 
and unintended data 
exposure.

Platform control: 
Policy-as-code prompt 
filters in CI/CD

Toxic Output & Copyright Risks
Mitigate the generation of harmful content 
and intellectual property infringement. 

Platform control: RLHF + content filters.

Red-Teaming 
Requirements
Implement 
adversarial 
testing to identify 
and address 
vulnerabilities.

Retrieval Governance & 
Watermarking
Manage data retrieval processes and 
ensure content traceability.

Platform control: RAG gateway with 
retrieval allow-lists and citation 
enforcement; PII-safe indexing to 
an RBAC- controlled vector store. 
Responses carry provenance/watermark 
(e.g., C2PA) with source IDs and model/
prompt version; fail-closed if grounding 
is below threshold.

Policy-as-Code Guardrails
Automate compliance for prompts and models within development pipelines.

Platform control: CI/CD policy-as-code gates that block non-compliant deploys 
(DPIA/bias/XAI/approvals), enforce prompt & PII filters + secrets scanning, 
require 4-eyes promotion, and emit immutable audit logs.

GenAI: The New 
Risk Frontier



Model Inventory
A comprehensive list of all 
AI models, their purpose, 
risk classification, and 
ownership.

Explainability Documentation
Detailed explanations of model logic, 
decision-making processes (XAI), and how 
explanations are communicated to users 
and customers.

Incident Management
Protocols for identifying, reporting, and resolving AI-related incidents, including cyber security 
and operational resilience failures.

Testing & Validation Results
Records of model 
performance, robust testing, 
scenario analysis, and 
independent validation 
reports.

Third-Party Agreements
Oversight documentation for all third-party AI vendors and 
cloud service providers, aligning with DORA requirements.

Human Oversight Protocols
Documentation of human-
in-the-loop policies, clear 
escalation paths, and 
decision-making authority.

Customer impact log & 
redress summary
A record of any adverse 
customer outcomes due to 
AI systems and the actions 
taken for redress.

Change Management Logs
Traceable records of model 
updates, re-training, and 
deployment approvals.

Risk Assessments
Documentation of 
identified risks, mitigation 
strategies, and residual risk 
levels for each high-risk AI 
system.

Data Governance Logs
Records of data lineage, 
quality checks, privacy 
impact assessments 
(DPIAs), and ethical data 
use policies.

Bias & Fairness Reports
Evidence of bias testing, fairness metrics, and 
strategies to address discriminatory outcomes, 
including for protected groups.

The Evidence 
Pack



90-Day Sprint Plan: 
Key Actions

Formulate an AI Governance Strategy
Define your risk appetite, establish an AI Ethics Council, and align with exec-
utive leadership on core principles.

Initiate Pilot Audits
Select a high-risk AI model for a pilot audit using the new control framework 
to identify process improvements and demonstrate readiness.

Conduct a Regulatory Gap Analysis
Assess your current AI practices against EU AI Act, DORA, and UK regimes. 
Identify critical gaps and prioritize remediation efforts.

Implement Enhanced Controls
Develop and deploy bias detection tools, explainability frameworks, and 
robust data governance for high-risk AI systems.

Upskill Your Teams
Provide targeted training for risk, compliance, legal, and technical teams on 
new AI regulations and governance best practices.
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Maturity Ladder
(pick your rung, plan your climb)

Where most banks are:
Between L2 and L3

What moves the needle:
Invest in platform guardrails and 
policy-as-code to reach L4.

Level 5 - Optimised
State: Continuous improvement, audit-ready by design.

Evidence: Automated re-training/re-validation; customer- facing model cards where appropriate; audits completed in hours; 

ongoing external assurance.

Value: Faster time-to-deploy with provable fairness, explainability and resilience.

Level 2 - Aware
State: Policies exist; controls run as manual checklists.

Evidence: 30-50% models in inventory; ad-hoc XAI; periodic reviews.

Typical risk: Drift/fairness issues detected late; audit effort heavy.

Upgrade action      L3: Define standard gates (DPIA-bias-XAI-approval) and adopt a model registry.

Level 1 - Ad-hoc
State: Sporadic controls; no central model inventory.

Evidence: Decisions undocumented; no DPIA/bias/XAI packs; manual releases.

Typical risk: Unknown models in production; inconsistent customer outcomes.

Upgrade action       L2: Stand up a live AI register; assign owners for top 10 models.

Level 3 - Defined
State: Standardised pre-prod gates; partial automation.

Evidence: 70-90% models inventoried & risk-rated; bias/XAI required pre-prod; basic runtime 

dashboards for top models.

Typical risk: Controls can be bypassed under time pressure.

Upgrade action      L4: Encode gates as policy-as-code; add drift/fairness alerts and canary/rollback.

Level 4 - Managed
State: Platform guardrails; rich monitoring & measurable SLOs. Evidence: 100% inventory; CI/CD blocks non-compliant 

deploys; MTTR & fairness SLOs in place; auto-generated evidence packs; third-party models under due diligence.

Typical risk: Scale and vendor change management.

Upgrade action      L5: Introduce champion challenger, post-incident learning, and continuous re-validation.
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Common traps
to avoid

What not to do
Don’t treat governance as a 
one-off policy PDF. If it’s not in 
the pipeline, it won’t happen 
under pressure.

Don’t assume your vendor’s AI 
is your vendor’s problem.
Regulators will ask you.

Don’t chase the most complex 
model if an interpretable one 
meets the bar.

Responsible AI isn’t just good 
banking
Governed AI isn’t a brake for it’s traction. Banks 
that can prove fairness, explain decisions, and 
recover fast out-innovate because they can 
deploy with confidence. Build the guardrails 
once; move faster forever.

Ready to accelerate your AI Governance journey?
Run a 2-hour virtual AI-Governance clinic with our team and leave with a one-page 
action plan, risk register template, and a monitoring dashboard mock-up.
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