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Open APIs/Banking

Among the most recentemergingtechnologiesto hitthe market, none have opened up as many
opportunities as Open APIs. The entire finance industry is working towards an open and robust
architecture so that it can connect and integrate faster with customers. “Open APIs” are the building
blocks towards future innovation. Banks’ functions and data are beingexposed to the outside world
and the bank is extendingthe distribution of its products and services to new digital platforms by
meeting customerson theirturf of operation (one of which involves becominga part or an enabler of
the fintech ecosystem). Apartfromthis, banks are also leveraging upon the explosion of open APls in

building new/enhanced products/services.

In this case study, we discuss the assurance strategy that was adopted by Maveric Systemsfor a
leading bank that decided to transform itstechnology landscape to enable next-gen openinnovation
& offera complete suite of products & services which will meet customer demands of today &

tomorrow.

The bank embarked on buildingits open APl architecture which will offera host of plug-and-play
products & services underdifferent domains of banking, specificallyits cards & wealth management
functions. This architecture was aimed at facilitating collaboration & partnerships with fintech firms
& consumer brands across the globe to build innovative digital solutions. The solutions so designed
were expected todelight customersand also bringin new streams of revenue, value for clients,

partners & developers.

This initiative isamongthe first of its kind in the banking space which is often bound by regulations,

compliance & reporting, considering the risks & data sensitivity. Hence the assurance strategy at



every level called out for an approach which would not lose sight of these sensitive issues across all
stages of the project. Further, the solution beingdigital and having a direct customer/business

impact necessitated a zero margin for error.

Maveric’s test methodology, domain & technical expertise helped crack this challenge. The test
methodology & domain expertize ensured every quality gate in testing cycle was secure & water
tight, and our in-depth understanding of domain, a treasure trove of assets/knowledge gathered
from more 20+ core transformation & upgrade implementations, helpedinfunctional coverage.
Once this was in, automation/technical expertise within the organization was ropedinto tie all these
togetherto enable quick testcycles, regressionruns, and releases & code hand-overto DevOps to

have time boundruns on a daily basis.

Background Objective/Challenge

Maveric’s role as an independent technology assurance specialist was to test & certify whetherall of
the bank’s OPEN APIs are workingas per the functional specifications & requirements. Apart from
functional testing, italso included certifyingthe APIs on authorization & authenticationin pre-login &
post login scenarios for white label & pure consumption partners. Apart from certifyingthem in UAT,

the APIswere also to be certified fortheir functional requirementsin the Sandbox Environment.

However, such testingis completely new to the bankingspace where functional testingis often
synonymous to Ul testing. Testing at the APllevel completely puts the SHIFT LEFT philosophyto
practice, whichin this project, translated to resolving the biggest challenge of enabling very quick
time-to-market & to ensure all possible to-be scenarios are covered. Addingto the challenge was the
fact that business users/teams, familiar only with Ul testingneeded to be apprised of the approach &
enabledto provide a review and sign-off by referring technical content such as the systemlogson
theirown. A wide spread of the functions across the domain was also a key requirement. Hence, the
team composition was critical here as thisrequired deep technical expertise coupled with functional
knowledge that neededto deliveron stiff time-lines. Last, but not least, was the needto test APIs at
regular intervals even after certification to ensure customizations and modifications would not break

any existing APls.

= Certification of new age authentication & authorization technologies such as oAuth, 2-legged, 3-

legged Auth, MFA etc.

= Test data feedforscripts



Certification of APIs through full automation from Day 1 of execution
Daily sanity & weekly regression runs ensuring no code change / fix breakage

Enable business verification using HTML convert tools

Target

The target was to achieve the following:-

Build a robust testing frame-work from ground-up to cater to this special customer need
Ensure seamless automation — test data feed, execution & reporting
Test coverage to be 100 %

Automate test case generation forunit /SIT cases covering syntax checks, semantic checks
and domain validationsto expedite test execution and reduce human error in test case
creation.

In-line automationi.e., automation of scripts during development

UAT & sandbox delivery —T+0 day’s completion of UAT i.e. 100% executionon Day1

Testing Methodology

A pictorial representation of Agile Test Methodology for certifying Open APlIs.
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= User story grooming & swagger definition phase to understand requirements & generate test
cases

= Test case design generator—an automated tool used to create basic pack of test cases

= Test cases enrichmentto assure functional and domain coverage

= In-line automation adopted forbuildingautomated test scripts based on specs and virtualization

Dry runs were used to verify automated test scripts and initial code builtduringdevelopment

Pre-defined SQL scripts were used for populating test data and tagged to respective cases

= Ondeployment, APltestautomation suite is executed, consists of orchestrated scripts, assertions
and variable test data



Test design automation & functional case enrichment— Swaggers, user story & the mapping
document formthe requirement specsfor APl testing. Based on a custom build code, swagger
documents are parsed & unitlevel cases (BOV cases, different datatypes, cardinality checks, full
scheme & all error codes) get automatically generated. This forms the base pack to start execution,

after which, cases are enriched based on mapping documents & user stories.

In-line automation & execution

In-line automationis done using SOAP Ul tool with custom build groovy script code for response
validations. Assertions are placed based on where responses are validated for status codes, error
details & logic assertions for functions. This enables automatic validation without the need for
manual interventions. Dry runs are done to ensure script & automation correctness. Finally, the

framework along with the code is promotedto UAT.

Monitoring & Reporting

The execution results are updated online in HP ALM, and a custom built code using VAPI/OTA
scripting helpsin achieving updating ALM automatically. The framework on updation of results also
creates custom build report view, which gives a view of execution progress & results view. Failure
cases are manually reviewed & defects are logged which follows a normal defect management

process.
Measurable Impact

In a matterof 4 months, the development portal (portal foropen APIs with a try-out option for the
development community to test their out of box solutions) along with the Sandbox environment
wentlive forone critical geography. Approximately 50 servicing open APIs distributed across
functions of customer profile, accounts, cards, wealth management & money movement were tested
& certified. Such a robust dev. portal was first of its kind in the banking space where any 3rd party
can register & start buildinginnovative solutions. The Defect Leakage Ratio (DLR) post production
was lessthan 3% which was well received by the customer especially considering most the cases

were automated with scripts shared with DevOps teams for continuous monitoring.

Afteraccomplishingthat, a pure white label partner, one of the biggest operatingairlinesin Australia
enteredinto partnershipto consume the servicing APls in cards. They also wanted to have APIs for

card acquisition & issuance at Straight Through Processing (STP) through APls, i.e., no manual



intervention by operations orany other team for any decision makingor enrichmentduringthe

process.

As stated earlier, the entire bank’s backend system will be used by the partner for servicing the credit
cards & the offers were also customized to theircustomer demands. The bank will also have New-To-
Bank (NTB) customers who can be tapped forcross sells & other potential services which was a win-

win situation for all partiesinvolved.

This project wentliveina record 9 months, certifyingall APIs & downstream card validations. The
number of NTB cards booked on Day 1 of lunch was over 500 Cards, with approximately more than

10K APl hits on Day 1. No major or critical issues were found out post production live.
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